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Statistical Attacks

A block cipher is a (family of) permutation(s) Fk : Fn
2 → Fn

2
▶ Real vs Ideal Block Cipher
▶ Ideal is a random uniformly sampled permutation
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Distinguisher
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= α

= β ??

If Pr[y ⊕ y ′ = β] = p >
1
2n we have a (differential) distinguisher
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Key Recovery

We split the cipher
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We go back
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Right key cancels rounds
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If k ′
2 = k2,

each dotted box is the identity
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Right key cancels rounds
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Wrong key?
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Data Complexity of Differential Attacks | HGI Cybersec Day | June 5, 2025 7/8



Wrong key?

x

Ek1

y

x + α

Ek1

y ′

Fk2 Fk2

z z ′

F −1
k′

2
F −1

k′
2

w w ′

If k ′
2 ̸= k2?

We assume randomness
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Wrong key?
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If k ′
2 ̸= k2?

We assume randomness

Wrong key Randomization Hypothesis
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Surprisingly underanalyzed
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